Overview of the Z-PAYMENT Interface compatible with WebMoney Merchant Interface
If you can receive WebMoney payments through Web Merchant Interface then it is very easy to link up your shop to the Z-Payment system. You just need to set up Z-payment parameters and do some little changes to HTML codes. These differences are highlighted in blue.
Merchant Parameters
	Name of parameter
	Format
	Description

	ID
	Integer
	A unique identical code of shop

	Status
	-
	Mode of operation ( on/off/blocked)

	Name of shop
	255 characters 
	Name of shop

	Shop description
	Text  64 KB
	Full description of shop for customers and system administrators.

	Shop category 
	-
	-

	Shop’s web site
	255 characters
	Web address for the home page of shop.

	Language
	-
	Language choice for customers.

	Merchant Compatibility
	-
	Compatibility  - WebMoney

	Designated shop’s currency
	-
	National currency used in the shop. All payments are shown in this currency.

	% of converting from shop’s national currency into ZP


	Fractional number from 

-100.00 to +100.00
	Percentage of converting payment into ZP equivalent. It allows to introduce additional commission when converting payment from shop’s currency into ZP roubles equivalent. Possible to use negative number that shows discount; in this case information about discount will be sent to customer. 

	Result URL
	255 characters 
	Shop’s URL where Z-Payment Merchant service should send HTTP POST or GET notification with all payment’s details. The URL should start with "http://", "https://" and must be available for existence testing. When using "http://" or "https://" service sends payment notification to ports 80 and 443 accordingly. It calls in Result URL twice: first time just before payment is completed to make sure that merchant’s web site works and second time just after the payment is successfully completed. If your marked field “Send parameters in Payment Request form” then during the first call details of payment are sent in Payment request form. If this field is not marked then no call is done. All payment parameters are sent in Payment Status Notification Form during the second call.

	Form method 
Result URL
	-
	Method (POST, GET) used for sending payment notification forms to merchant’s web site.

	Send Payment Request Form to Result URL before payment is done (optional)
	-
	If this field is marked Z-Payment will send payment parameters in Payment Request Form to Result URL of merchant’s shop before this payment is completed. If this field is ignored then no Payment Request Form is sent to merchant.

NB. If this field is marked then seller’s website should send back the answer “YES” so Z-Payment Merchant can successfully complete the payment. If seller’s website does not do it or sends something else then payment cannot be completed and customer will get an error message.


	Send customer after a successful  payment 
Success URL
	255 characters
	The URL (on seller’s website) to which the customer is sent after a successful payment through Web Merchant Interface. The URL should start with "http://" or "https://".


	Form method Success URL
	-
	Method (POST or GET) used to forward customer to Success URL.

	Send customer after unsuccessful payment 

Fail URL
	255 characters
	The URL (on seller’s website) to which the customer is sent after an unsuccessful or cancelled payment through Z-Payment Merchant Interface. The URL should start with http:// or "https://".


	Form method

Fail URL
	-
	Method (POST or GET) used to forward customer to Fail URL.

	E-mail Payment Notification
	-
	E-mail address of the merchant for successful payment notifications.  

	SMS Payment Notification
	-
	SMS number of the merchant for successful payment notifications. 

	Password
	128 characters
	Used for additional check of merchant’s details when move from ZP merchant website; if password is set up then ZP_SIGN parameter is necessary in Payment Request Form. 

	Merchant Key
	128 characters
	A line of characters added to payment details which are sent to the merchant in Payment Notification Form. This line is used to increase security of payments. The content of the line is known only to Z-Payment Merchant service and the seller! 

	Send Merchant Key if  Result URL guaranties security
	-
	If this field is marked it means that Merchant Key should be added to payment notification sent to the merchant if the channel provides secure transmission to the Result URL (SSL script is used so https:// must be used).
If SSL script is not used then Merchant Key is not sent.



HTML FORMS
To transfer data between seller’s website and Z-Payment Merchant service the following key HTML forms are used:
Payment Request Form is generated by the merchant’s website and submitted to the Z-Payment Merchant system via the customer’s browser.
Prior Request Form is generated by the Z-Payment Merchant system; contains parameters for payment request and sent to the merchant’s website if field “Send Payment Request Form to Result URL before payment is done” is marked. If this field is empty no status message will be sent to the merchant’s server. The customer’s browser is not used for information transmission.

Payment Status Notification Form is generated by the Z-Payment Merchant system to send data about payment to the merchant’s website. The customer’s browser is not used for information transmission.

Payment Successful Form is generated by the Z-Payment Merchant system and submitted to the merchant’s website via the customer’s browser when payment is successfully completed. 

Payment Failed Form is generated by the Z-Payment Merchant system and submitted to the merchant system via the customer's browser when payment is not completed or cancelled.
Payment Request Form

This form sends request from the merchant’s website to the Z-Payment Merchant system via the customer’s browser.

It should have the following attributes and fields:

Form examples are available in Personal Settings - - https://z-payment.com/cabinet_shops.php
Action - https://z-payment.com/merchant.php
Method - POST
Fields - the following table shows the hidden fields on the Payment Request Form:
	Field Name
	HTML Field Name
	Optional
	Description

	Shop’s ID 
	LMI_PAYEE_PURSE
	Yes
	Integer that is ID of the shop in the Z-Payment Merchant system. This ID is created automatically during shop registration process.



	The amount of the payment in the designated payment currency of the shop. 
	LMI_PAYMENT_AMOUNT
	Yes
	The amount of the payment the merchant would like to get from the customer. This amount must be greater than zero and decimal places should be separated from the integer by full stop (.). Payment currency is designated by the shop’s settings. 



	Payment purpose
	LMI_PAYMENT_DESC
	Yes
	Description of goods or services. Created by the merchant, maximum length of 255 characters.


	Internal ID of the merchant’s account


	LMI_PAYMENT_NO
	Yes
	In this field the merchant can create a unique ID number for the purchase within the shop’s system. It is advisable to use a unique ID for every transaction as it allows you to trace information about payments quickly. 


	Customer’s 

E-mail address
	CLIENT_MAIL
	No
	Customer’s E-mail where payment information and possible error notifications are sent.

	Input Hash
	ZP_SIGN
	Yes/No
	Input Hash is necessary if shop’s ID password was created. Please find information on how to construct the Input Hash in Data Verification section.



	Extra merchant parameters
	Created by the merchant.
	No
	Additional forms, processed by the Z-PAYMENT Merchant system automatically and sent to the merchant’s website after payment is completed.



	The following is an example of how a Payment Request Form might look

	<html>

<head>

...

</head>

<body>

...

<form method="POST" action=" http://www.z-payment.ru/merchant.php">


<input type="hidden" name="LMI_PAYEE_PURSE" value="74">


<input type="hidden" name="LMI_PAYMENT_AMOUNT" value="100.00">


<input type="hidden" name="LMI_PAYMENT_DESC" value="описание покупки">


<input type="hidden" name="LMI_PAYMENT_NO" value="1234">

<input type="hidden" name="CLIENT_MAIL" value="mail@mail.ru">


<input type="hidden" name="FIELD_1" value="VALUE_1">


<input type="hidden" name="FIELD_2" value="VALUE_2">


...


<input type="hidden" name="FIELD_N" value="VALUE_N">


...

</form>

..

</body>

</html>




Prior Request Form 

This form sends payment parameters to the merchant’s website just before the payment is processed if necessary field is marked in the shop’s settings. It has the following attributes and fields:

Action - Result URL
Method - POST or GET according to the shop’s settings
Fields - the following table shows the hidden fields on the Prior Request Form:
	Field Name
	HTML Field Name
	Description

	Prior Request ID 
	LMI_PREREQUEST
	Prior request ID is equal to 1 (one).

	Shop’s ID
	LMI_PAYEE_PURSE
	Integer that is ID of the shop in the Z-Payment Merchant system. Shown in the list of shops in the ID table.  

	The amount of the payment in the designated payment currency of the shop.
	LMI_PAYMENT_AMOUNT
	The amount of the payment the merchant would like to get from the customer. This amount must be greater than zero and decimal places should be separated from the integer by full stop (.).

	Customer’s account 
	LMI_PAYER_WM
	Customer’s account in the Z-PAYMENT system or their e-mail address if the customer is not registered in the system. 


	Internal ID of the merchant’s account


	LMI_PAYMENT_NO
	This field contains a unique ID number for the purchase within the merchant’s shop system. 

	Flag of Test Mode
	LMI_MODE
	Always equals to 0 (zero)

	Payment purpose 
	DESC_PAY
	Description of goods or services. Created by the merchant, maximum length of 255 characters.

	Internal ID of the account in the

Z-PAYMENT system
	ID_PAY
	Account ID in the Z-PAYMENT system created by the merchant for the customer when payment request is processed by the Z-PAYMENT Merchant. This ID is unique in the Z-PAYMENT system.

	Payment Method Code
	ZP_TYPE_PAY
	Code of payment method that shows how the customer prefers to pay. https://z-payment.com/api/get_codeoper.php

	Extra merchant parameters
	Created by the merchant.
	All fields sent from the merchant’s website in the Payment Request Form.


	The following is an example of how a  Prior Request Form might look

	<html>

<head>

...

</head>

<body>

...

<form method="POST" action="<Result URL>">


<input type="hidden" name="LMI_PREREQUEST" value="1">


<input type="hidden" name="LMI_PAYEE_PURSE" value="74">


<input type="hidden" name="LMI_PAYMENT_AMOUNT" value="100.00">


<input type="hidden" name="LMI_PAYER_WM" value="ZP45698814">


<input type="hidden" name="LMI_PAYMENT_NO" value="1234">


<input type="hidden" name="LMI_MODE" value="0">


<input type="hidden" name="DESC_PAY" value="описание покупки">


<input type="hidden" name="ID_PAY" value="485">


<input type="hidden" name="CLIENT_MAIL" value="mail@mail.ru">


<input type="hidden" name="FIELD_1" value="VALUE_1">


<input type="hidden" name="FIELD_2" value="VALUE_2">


...

</form>

..

</body>

</html>


Payment Status Notification Form 

This form contains parameters of processed payment. It has the following attributes and fields:

Action - Result URL
Method - POST or GET according to the shop’s settings.
Fields - the following table shows the hidden fields on the form: 
	Field Name
	HTML Field Name
	Description

	Shop’s ID
	LMI_PAYEE_PURSE
	ID of the shop in the Z-Payment Merchant system which account received the payment.



	The amount of the payment in the designated payment currency of the shop.
	LMI_PAYMENT_AMOUNT
	The amount of money the customer should pay. Decimal places should be separated from the integer by full stop (.).

	Customer’s account
	LMI_PAYER_PURSE
	Customer’s account in the Z-PAYMENT system or their e-mail address if the customer is not registered in the system. 


	Customer’s account
	LMI_PAYER_WM
	Customer’s account in the Z-PAYMENT system or their e-mail address if the customer is not registered in the system. 


	Internal ID of the merchant’s account
	LMI_PAYMENT_NO
	This field contains a unique ID number for the purchase within the merchant’s shop system.

	Internal ID of the account in the

Z-PAYMENT system
	LMI_SYS_TRANS_NO
	Account ID in the Z-PAYMENT system created by the merchant for the customer when payment request is processed by the Z-PAYMENT Merchant. This ID is unique in the Z-PAYMENT system.


	Internal ID of the payment in the Z-PAYMENT system
	LMI_SYS_INVS_NO
	Payment ID number in the Z-PAYMENT system created while processing payment request by the Z-PAYMENT Merchant. It is unique in the Z-PAYMENT system.

	Flag of Test Mode

	LMI_MODE
	Always equals to 0 (zero)

	The date & time that the payment was made 
	LMI_SYS_TRANS_DATE
	The date & time that the payment was made in the Z-PAYMENT system. The format is "YYYYMMDD HH:MM:SS".

	Payment Method Code 
	ZP_TYPE_PAY
	Code of payment method that shows how the customer paid for the goods or services. https://z-payment.com/api/get_codeoper.php 

	Input Hash
	LMI_HASH
	Input Hash for a successful payment notification is used to verify that values of payment were not adjusted or changed and to identify the sender of this information. Please find instructions on how to construct the Input Hash in the section “Validation of payment information”


	Merchant Key
	LMI_SECRET_KEY
	Value of Merchant Key is known only to the seller and the Z-PAYMENT Merchant system. This field remains empty if "Result URL" parameter does not provide security or field “Send Merchant Key” is not marked.

	Extra merchant parameters
	Created by the merchant
	All fields sent from the merchant’s website in the Payment Request Form.


When Payment Status Notification Form is received you should reply “Yes” or notification will be repeated 

Attention!
The merchant’s server should verify information sent in Payment Status Notification Form according to recommendations in the section “How to construct and use Input Hash”.
	The following is an example of how a Payment Status Notification Form  might look

	<html>

<head>

...

</head>

<body>

...

<form method="POST" action="<Result URL>">


<input type="hidden" name="LMI_PAYMENT_AMOUNT" value="100.00">


<input type="hidden" name="LMI_PAYMENT_NO" value="1234">


<input type="hidden" name="LMI_PAYEE_PURSE" value="74 ">


<input type="hidden" name="LMI_MODE" value="0">


<input type="hidden" name="LMI_SYS_INVS_NO" value="171">


<input type="hidden" name="LMI_SYS_TRANS_NO" value="341">


<input type="hidden" name="LMI_PAYER_PURSE" value="ZP45698814">


<input type="hidden" name="LMI_PAYER_WM" value="ZP45698814">

<input type="hidden" name="LMI_SYS_TRANS_DATE" value="20060918 22:42:32">

<input type="hidden" name="ZP_TYPE_PAY" value="YANDEX_RUR_ZP">


<input type="hidden" name="LMI_HASH" value="F3276D6A7B342417870503E4C9E0D65F">

<input type="hidden" name="LMI_ LMI_SECRET_KEY" value="5sj9c45jKas948p4jklSwPfd">


<input type="hidden" name="FIELD_1" value="VALUE_1">


<input type="hidden" name="FIELD_2" value="VALUE_2">


...

</form>

..

</body>

</html>


Payment Successful Form 

This form contains parameters of payment after it is successfully completed and is sent to the merchant’s website via the customer’s browser if the field “Success URL” is filled in. This form has the following attributes and fields:
Action - Success URL

Method - POST или GET according to the shop’s settings.
Fields - the following table shows the hidden fields on the form:
	Field Name
	HTML Field Name
	Description

	Internal ID of the merchant’s account
	LMI_PAYMENT_NO
	This field contains a unique ID number for the purchase within the merchant’s shop system.

	Internal ID of the payment in the Z-PAYMENT system
	LMI_SYS_INVS_NO
	Payment ID number in the Z-PAYMENT system created while processing payment request by the Z-PAYMENT Merchant. It is unique in the Z-PAYMENT system.

	Internal ID of the account in the

Z-PAYMENT system
	LMI_SYS_TRANS_NO
	Account ID in the Z-PAYMENT system created by the merchant for the customer when payment request is processed by the Z-PAYMENT Merchant. This ID is unique in the Z-PAYMENT system.

	The date & time that the payment was completed
	LMI_SYS_TRANS_DATE
	The date & time that the payment was completed in the Z-PAYMENT system. The format is "YYYYMMDD HH:MM:SS".

	Extra merchant parameters
	Created by the merchant
	All fields sent from the merchant’s website in the Payment Request Form.


	The following is an example of how a Payment Successful Form might look

	<html>

<head>

...

</head>

<body>

...

<form method="POST" action="<Success URL>">


<input name="LMI_PAYMENT_NO" type="hidden" value="1234">


<input name="LMI_SYS_INVS_NO" type="hidden" value="171">


<input name="LMI_SYS_TRANS_NO" type="hidden" value="341">


<input name="LMI_SYS_TRANS_DATE" type="hidden" value="20060918 23:24:05">


<input type="hidden" name="FIELD_1" value="VALUE_1">


<input type="hidden" name="FIELD_2" value="VALUE_2">


...

</form>

..

</body>

</html>


Payment Failed Form 
This form contains parameters of unsuccessful or cancelled payment and submitted to the merchant’s website via the customer's browser if the field “Fail URL” is filled in. This form has the following attributes and fields:

Action - Fail URL

Method - POST or GET according to the shop’s settings.
Fields - the following table shows the hidden fields on the form:
	Field Name
	HTML Field Name
	Description

	Internal ID of the merchant’s account
	LMI_PAYMENT_NO
	This field contains a unique ID number for the purchase within the merchant’s shop system.

	Internal ID of the payment in the Z-PAYMENT system
	LMI_SYS_INVS_NO
	Payment ID number in the Z-PAYMENT system created while processing payment request by the Z-PAYMENT Merchant. It is unique in the Z-PAYMENT system.

	Internal ID of the account in the

Z-PAYMENT system
	LMI_SYS_TRANS_NO
	Account ID in the Z-PAYMENT system created by the merchant for the customer when payment request is processed by the Z-PAYMENT Merchant. This ID is unique in the Z-PAYMENT system.


	The date & time that the payment was made
	LMI_SYS_TRANS_DATE
	The date & time that the payment was made in the Z-PAYMENT system. The format is "YYYYMMDD HH:MM:SS".

	Extra merchant parameters
	Created by the merchant
	All fields sent from the merchant’s website in the Payment Request Form.


	The following is an example of how a Payment Failed Form  might look:

	<html>

<head>

...

</head>

<body>

...

<form method="POST" action="<Success URL>">


<input name="LMI_PAYMENT_NO" type="hidden" value="1234">


<input name="LMI_SYS_INVS_NO" type="hidden" value="171">


<input name="LMI_SYS_TRANS_NO" type="hidden" value="341">


<input name="LMI_SYS_TRANS_DATE" type="hidden" value="20060918 23:24:05">


<input type="hidden" name="FIELD_1" value="VALUE_1">


<input type="hidden" name="FIELD_2" value="VALUE_2">


...

</form>

..

</body>

</html>


VALIDATION OF PAYMENT INFORMATION

 During payment processing the Z-PAYMENT Merchant server sends information about this payment in the “Payment Status Notification Form” to the Result URL. We strongly advise you to check the received data:
1. Verify that data was sent by the Z-PAYMENT Merchant system (data source verification)
2. Verify that no data tampering took place
3. Verify the amount of payment
4. Verify shop’s ID

Verify the source of data
As it has already been mentioned above, value of Merchant Key should be known only to the seller and the Z-PAYMENT Merchant system. Thus Merchant Key can be used for data source authentication. The merchant can carry out authentication in different ways depending on if the Result URL provides security:
Result URL does provide security 
In this case the merchant can authenticate the data source in two ways:
1. If the merchant does not want to verify Input Hash then it is necessary to mark the field “Send Merchant Key to Result URL”. In this case the Z-PAYMENT Merchant will send Merchant Key in the field "LMI_SECRET_KEY" in Payment Status Notification Form to the merchant’s server. The merchant should check it every time when received payment notification.
2. The second way is to verify Input Hash. Input Hash is generated by the Z-PAYMENT Merchant with the value of "Merchant Key" parameter and sent to "LMI_HASH" field.

Input Hash verification is more complicated and time taking way but it does not require Merchant Key transfer vie internet.
Result URL does not provide security (HTTPS is not used)
In this case the Z-PAYMENT Merchant server does not send Merchant Key even if the field “Send Merchant Key to Result URL" is marked. Thus the merchant should check Control Signature to authenticate data source.
Data source verification
If ID password was created in shop’s settings then it is necessary to send Control Signature ZP_SIGN within the Payment Request Form. To create Control Signature it is necessary to combine the relevant fields’ data from Payment Request Form in a string in the following order: 
· Shop’s ID (LMI_PAYEE_PURSE);
· Internal unique ID for the purchase within the merchant’s shop system (LMI_PAYMENT_NO);
· The amount of the payment (LMI_PAYMENT_AMOUNT);
· Shop’s ID Password

Control Signature may be a Message Digest 5 (MD5), and result should be 32 hexadecimal digits long 
ATTENTION! Shop’s ID password should not be revealed or passed to anyone; only the shop’s owner should know it.

Data Integrity Verification
The Z-PAYMENT Merchant system sends payment parameters and Input Hash to prevent any possible data tampering. The merchant can do verification in different ways depending on if security is provided by the Result URL:
Result URL does provide security
In this case the merchant may not verify Input Hash as SSL protocol provides security and prevents data tampering.
Result URL does not provide security

In this case it is recommended that the merchant system performs validations using the Input Hash

Payment Input Hash 
Payment Input Hash enables the merchant to verify data source and prevent tampering of data sent to Result URL within Payment Status Notification Form.

To construct Input Hash the Z-PAYMENT Merchant server combines relevant fields’ data from Payment Status Notification Form in a string in the following order: 
· Shop’s ID (LMI_PAYEE_PURSE);
· The amount of the payment (LMI_PAYMENT_AMOUNT);
· Internal unique ID for the purchase within the merchant’s shop system (LMI_PAYMENT_NO);

· Flag of Test Mode (LMI_MODE);

· Internal ID of the account in the Z-PAYMENT system (LMI_SYS_TRANS_NO);

· Internal ID of the payment in the Z-PAYMENT system (LMI_SYS_INVS_NO);
· The date & time that the payment was made ((LMI_SYS_TRANS_DATE);
· Merchant Key (LMI_SECRET_KEY); 

· Customer’s account the Z-PAYMENT system or their e-mail (LMI_PAYER_PURSE);
· Customer’s account the Z-PAYMENT system or their e-mail (LMI_PAYER_WM).
A 32 hexadecimal digits long value is created using a well known algorithm  Message Digest 5 (MD5) invented by Ron Rivest, the MIT Laboratory for Computer Science and RSA Data Security, Inc. The algorithm was presented in Internet in April 1992 (RFC 1321).

Input Hash Verification 
Input Hash verification is carried out on the merchant’s website, please follow the steps:
1. Combine the relevant data in Payment Status Notification Form in a string as it was explained in Payment Input Hash construction section. Remember to use Merchant Key.

2. Work out MD5 value of that string.
3. Compare the value against "LMI_HASH" value in Payment Status Notification Form.

Attention! Value of LMI_HASH must be upper case.
If two values are the same it means that data has not been changed and data source is the Web Merchant Interface
Payment Amount Verification
Though the customer cannot adjust the amount of payment the merchant is still recommended to verify data transferred in “LMI_PAYMENT_AMOUNT" parameter.
Shop’s ID Verification
Though the customer cannot change ID of the shop they are paying to, it is still recommended to verify data about shop’s ID especially if you use the Z-PAYMENT Merchant for work with more than one shop; this data is transferred in "LMI_PAYEE_PURSE" parameter.

Attention! Payment Successful Form might come to the “Result URL” after the customer was forwarded to the 

“Success URL” page as not all payments are instant. Please remember about this when you create “Success URL” script. 
To test payments can be accepted please choose Z-PAYMENT as payment method and make a transaction from your account, ZP will be withdrawn and put back without changing the balance. 
